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consumer	 protection.	 The	 creation	 of	 data	 and	 computer-driven	
innovation	would	derive	 several	advantages	 for	consumers.	 Innovative	
products	 and	 services	 and	 new	ways	 in	which	 goods	 and	 services	 are	
developed	 and	 delivered.	 This	 paper	 aims	 to	 analyse	 how	 Indonesian	
legal	policy	on	protection	consumer	rights	in	the	digital	era.	The	paper	





consumer	 rights	 in	 the	 world	 of	 e-commerce	 are	 still	 worrying	 even	
though	many	 sectoral	 regulations	 have	 been	 promulgated,	 as	 well	 as	
weak	 supervision	 and	 lack	 of	 strict	 law	 enforcement	 in	 resolving	
consumer	 disputes.	 Trade	 regulation	 via	 the	 internet	 still	 raises	many	
conceptual	 or	 theoretical	 questions	 that	 indicate	 the	 need	 to	 develop	
more	detailed	conceptual	and	 theoretical	 explanations	 to	 the	need	 for	
more	 complex	 laws	 and	 regulations	 to	 be	 able	 to	 protect	 consumers	
properly.	 More	 than	 that,	 national	 regulations	 are	 dealing	 with	 the	
context	 of	 trade	 through	 the	 internet,	 which	 transcends	 national	












even	 institutional	 capability	 growth.	 Technology	 has	 similarly	 facilitated	 poverty	
alleviation	in	Indonesia	by	increased	communication,	consumption,	development,	and	
job	growth.	This	has	shifted	the	economy	into	a	digital	transformation	with	the	advance	
growth	 of	 Indonesian	 economy	 which	 certainly	 provokes	 a	 new	 and	 increasingly	
interesting	debate.	
The	 digital	 economy	 continues	 to	 develop	 in	 the	 country,	 and	 even	 Indonesia	 is	
considered	 to	 have	 great	 potential	 because	 the	 penetration	 rate	 of	 internet	 users	









(2019).	 The	 rapid	 development	 of	 the	 digital	 economy	 in	 Indonesia	 is	 due	 to	 the	
significant	flow	of	foreign	investment,	rapid	development	of	the	consumer	class,	high	
penetration	 of	 smartphones,	 and	 the	 evolution	 of	 payment	 infrastructure	 that	
facilitates	online	purchases.6	
However,	 with	 the	 progressive	 development	 of	 Indonesian	 economy	 in	 the	 21st	
century	has	too	created	a	big	problem	which	one	of	them	is	consumer	protection	in	
 









has	 pushed	 the	 government,	 industries,	 and	 consumers	 to	 be	 adapted	 with	 a	 new	
business	model	as	the	digital	transaction	proceeds	without	inspection,	examination	or	








6.3%	 of	 563	 individual	 category	 complaints9.	 A	 common	 complaint	 is	 hacking	 of	
consumer	 e-commerce	 accounts.	 Criminals	 usually	 hack	 or	 cheat	 on	 behalf	 of	 the	
marketplace10.	In	principle,	consumers	should	have	the	option	to	file	a	complaint	with	
the	relevant	business	actors,	and	if	necessary,	process	it	through	various	means,	such	
as	 reporting	 it	 to	 the	 authorities,	 out-of-court	 settlement	 (e.g.,	 alternative	 dispute	
resolution),	 and	 litigation.	However,	 consumers	 in	 Indonesia	are	not	quite	active	 in	
reporting	complaints.	Even	though	this	is	already	guaranteed	by	the	existing	laws	in	
 
7		 GBG,	 and	 The	 Asian	 Banker.	 (2020).	 ‘Future-Proofing	 Fraud	 Prevention	 in	 Digital	 Channels:	
Indonesia’s	Financial	Institution	Study’.	
8		 Lidwina,	Andrea.	 (ed.	October	31.	2019).	 ‘Penipuan	Online,	Kejahatan	Siber	Yang	Paling	Banyak	
Dilaporkan’.	 Databoks.	 Retrieved	 from	
https://databoks.katadata.co.id/datapublish/2019/10/31/penipuan-online-kejahatan-siber-
paling-banyak-dilaporkan.	
9		 M.	 Agus	 Yozami.	 	 ‘Meneropong	 Perlindungan	 Konsumen	 Jasa	 Finansial	 Di	 Tahun	 Tikus	 Logam’.	











knowledge	of	 consumers	 regarding	 their	 rights	 and	 the	 institutions	 responsible	 for	
consumer	protection.	The	difficulties	that	arise	in	disputes	between	parties	in	digital	
transactions	 are	 related	 to	 the	 choice	 of	 law	 that	 will	 be	 applied	 as	 the	 basis	 for	
resolving	the	dispute.	The	problem	of	choice	of	law	and	court	can	occur	because	digital	














with	 the	 application	 of	 statute	 approach.11	 The	 data	 analysed	 is	 conducted	 in	 the	














that	 can	 be	 obtained	 from	 the	 results	 of	 research	 include	 books,	 journals,	 notes,	
documents,	 articles,	 internet,	 reports,	 and	 also	 others	 relating	 to	 the	 discussion	 of	
consumer	protection.	In	collecting	legal	materials	related	to	this	research,	it	is	pursued	
through	 library	research	by	reviewing	books	or	scientific	works	related	to	research	

















the	economy	and	 can	become	a	weapon	 in	business	practices	 to	 reap	 the	greatest	
income	from	business	actors.	
The	 Consumer	 Protection	 Act	 concerning	 consumer	 protection	 has	 been	 in	 effect	
since	April	20,	1999.	In	order	to	satisfy	their	interests	as	customers,	this	act	controls	
in	 detail	 the	 provision	 of	 protection	 to	 customers.	 The	 relevant	 legal	 scope	 of	 the	
 
12		 Laurensius	 S.	Arliman.	 (2018).	 ‘Peranan	Metodologi	 Penelitian	Hukum	Di	Dalam	Perkembangna	






































possible	 consumer	protection	needs	 in	 the	 future.	Thus,	 the	 integrity	of	 consumer	
protection	can	build	mutual	trust	between	business	actors	and	consumers	effectively	
and	 fairly.	 The	 Consumer	 Protection	 Act	 legally	 regulates	 consumer	 rights	 and	
obligations	 as	 well	 as	 the	 responsibilities	 of	 business	 actors	 in	
conventional/traditional	 transactions,	 while	 consumer	 protection	 in	 transactions	
using	electronic	systems	cannot	fully	refer	to	the	Consumer	Protection	Act.	Electronic	
transaction	 arrangements	 are	 then	 regulated	 in	 Act	 No.	 11	 of	 2008	 concerning	
Electronic	 Information	 and	 Transactions	 as	 amended	 by	 Act	 No.	 19	 of	 2016	 on	
Amendments	 to	 Act	 No.	 11	 of	 2008	 on	 Information	 and	 Electronic	 Transactions.	
Sectoral	 consumer	 protection	 arrangements	 tend	 to	 be	 nervous	 and	 stutter	when	
having	 to	 deal	 with	 various	 consumer	 protection	 incidents	 in	 the	 digital	 age.	 The	
Consumer	Protection	Act	 has	 not	 included	data	 protection	 and	 security	 for	 digital	






have	made	 the	Act	need	 to	be	 revised	as	 this	 is	 an	urgent	priority.	The	Consumer	
Protection	Act	has	been	 identified	by	 the	 Indonesian	government	as	a	 target	 to	be	
revised.	Unfortunately,	according	to	the	2020-2024	National	Legislation	Program,	the	
draft	bill	was	ranked	123	of	248	draft	bills	to	be	reviewed	and	accepted	by	the	DPR,	
which	 unfortunately	 went	 down	 21th	 place	 compared	 to	 the	 previous	 National	














trade	 is	 the	 use	 of	 the	 internet	 media	 as	 a	 new	 trade	 path.	 The	 growth	 of	 trade	





Significantly,	most	of	 the	 law	of	e-commerce	 in	 Indonesia	does	not	cover	aspects	of	
transactions	carried	out	online	(internet).	However,	there	are	several	laws	that	can	be	
used	 to	 conduct	 online	 transactions	or	 e-commerce	 activities.	Act	No.	 7	of	 2014	on	
Trade	(Trade	Act)	and	Act	No.	8	of	1999	on	Consumer	Protection	(Consumer	Protection	
Act)	 are	 a	 guide	 for	 any	 business	 actors	 the	 conduct	 of	 commercial	 transactions,	
whether	 traditional	or	on-line	or	e-commerce.	The	scope	of	 regulation	 in	Trade	Act	
includes	 domestic	 and	 foreign	 trade,	 border	 trade,	 licensing,	 standardization,	 trade	
through	electronic	systems,	trade	protection	and	security,	cooperative	empowerment	
as	 well	 as	 micro,	 small	 and	 medium	 enterprises,	 export	 development,	 duties	 and	
authorities,	international	trade	cooperation,	trade	information	system,	national	trade	
committee,	supervision	and	investigation.	E-commerce	requires	that	any	individual	or	
organization	 that	 trades	 products	 or	 services	must	 have	 full	 and	 reliable	 data	 and	
information	which	 is	written	 in	Chapter	VIII	Art.	65-66	 concerning	 trading	 through	























Legal	 protection	 in	 electronic	 transactions	 should	 place	 an	 equal	 position	 between	
online	 business	 owners	 and	 consumers.	 Although	 seen	 as	 a	 virtual	 transaction,	
electronic	 transactions	 in	 e-commerce	 in	 Indonesia	 must	 remain	 subject	 to	 the	
provisions	 set	 out	 in	 the	 Consumer	 Protection	 Act.	 The	 existence	 of	 the	 Electronic	
Information	and	Transaction	Act	can	be	used	as	a	legal	partner	of	Consumer	Protection	
Act	to	support	each	other.	Returning	to	the	Electronic	Information	and	Transaction	Act	
it	 is	 clear,	 that	 the	 key	 concept	 of	 electronic	 transactions	 is	 an	 arrangement	 or	 "as	
decided"	between	the	parties	(in	this	case	business	actors	and	consumers).	Electronic	
transactions	 connect	 the	 parties	 to	 the	 agreement	 in	 such	 a	 way	 that,	 in	 terms	 of	




prohibited	 for	 entrepreneurs,	 this	 allows	 standard	 contract	 in	 e-commerce	












Other	 than	 the	 transitions	 of	 business	 actors	 to	 the	 digital	 world,	 today's	 digital	
technology	 is	 already	 influencing	 business	 in	 both	 traditional	 markets	 and	 other	
existing	 forms	of	modern	business.	This	 is	because	 the	market	boundaries	are	very	
broad	 and	 unlimited	 (borderless),	 therefore	 it	 is	 necessary	 to	 have	 a	 common	













be	 secured.	 Cyber	 security	 is	 procedures	 and	practices	 intended	 to	 deter	malicious	
 



















No.	 2	 of	 2016,	 which	 means	 that	 the	 absence	 of	 this	 law	 can	 facilitate	 misuse	 of	











commissions	 that	 serve	 as	 supervisors,	 regulators	 and	 monitors.	 The	 role	 of	 the	
commission	with	the	nature	of	independence	and	impartiality	is	an	important	factor,	
considering	 that	 only	 they	 are	 actually	 in	 the	 midst	 of	 industry	 and	 government.	
 
17		 Mochammad	Fahlevi,	Mohamad	Saparudin,	Sari	Maemunah,	Dasih	 Irma,	and	Muhamad	Ekhsan.	
(2019).	 “Cybercrime	 Business	 Digital	 in	 Indonesia’.	 E3S	 Web	 of	 Conferences	 125,	 no.	 21001.	
https://doi.org/doi.org/10.1051/e3sconf/201912521001.	





Regulations	 on	 the	protection	of	 personal	 data	 as	much	 as	possible	 should	provide	
clear	core	tasks	and	functions	to	the	relevant	agencies	and	organizations	so	that	there	
is	 no	 overlap	 of	 authority.	 There	 is	 also	 concern	 that	 problems	 in	 the	 institutional	





standards.	 Indonesia	 should	 not	 disclose	 or	 provide	 the	 data	 they	 have	 to	 other	
countries	for	any	purposes	even	in	a	way	that	is	lawful	before	the	law,	if	that	country	
does	not	have	regulations	that	are	not	at	equivalent	to	the	level	of	protection	provided	
by	 the	 Indonesian	Personal	Data	Protection	Act	bill.	Moreover,	all	 legal	 instruments	





holes	 can	occur,	particularly	when	new	 technological	 technologies	are	adopted	at	 a	
rapid	cycle.	While	acknowledging	the	interests	of	multiple	constituencies,	lawmakers	
should	 note	 that	 a	 measured	 of	 data	 privacy	 act	 is	 important	 to	 the	 protection	 of	
consumers,	and	stalling	it	will	not	be	beneficial	to	the	society.	According	to	Wahyuni	
Djafar,	 Deputy	 Director	 of	 Research	 at	 the	 Institute	 for	 Community	 Studies	 and	
Advocacy	(ELSAM),	said	that	after	the	Personal	Data	Protection	Bill	is	passed,	there	will	
usually	be	a	transition	period	which	takes	approximately	2	to	3	years	after	the	law	is	
passed.	 Given	 the	 precedent	 of	 the	 Indonesian	 legal	 process,	 the	 propensity	 of	 the	
government	to	take	a	substantial	period	of	time	to	formulate	technical	 legislation	in	
order	 to	 expand	 the	 transfer	 process	 is	 of	 concern.	 Furthermore,	 in	 several	
 
19		 Sinta	Dewi	Rosadi.	 (2018).	 ‘Protecting	Privacy	On	Personal	Data	 In	Digital	Economic	Era:	Legal	










dependent	 on	 information	 technology.	 Trade	 using	 the	 means	 of	 the	 internet,	 of	
course,	 provides	 very	 high	 convenience	 and	 efficiency	 for	 consumers	 who	 need	
products	that	are	simple	in	nature	and	belong	to	those	that	require	delivery	between	
countries.		
Transactions	 that	 are	 borderless	 across	 the	 country,	 raise	 questions	 about	 which	






disputes	 is	 done	 outside	 the	 court	 in	 Indonesia,	 namely	 through	 the	 Consumer	




















as	 the	 consumer	 being	 discredited	 because	 the	 defendant	 (business	 actor)	 cannot	
return	his	property	by	issuing	a	verdict.	
In	 the	 International	 realm,	 Indonesia	 is	 not	 yet	 a	 member	 of	 the	 International	
Consumer	 Protection	 and	 Enforcement	 Network	 (ICEPN)	 which	 is	 a	 network	
comprised	of	consumer	protection	law	enforcement	authorities	worldwide.	However,	
Indonesia	is	primarily	part	of	the	ASEAN	Committee	on	Consumer	Protection	(ACCP),	













The	 e-commerce	 for	 consumers	 is	 rising	 increasingly	 and	 provides	 significant	
potential	 economic	 and	 consumer	 benefits.	 These	 advantages	 would	 however	 be	
 

































of	 Program	 Implementation	 Education	 of	 Consumer	 Protection	 in	 Improving	 Consumer	








7. The	 right	 to	 be	 treated	 or	 served	 correctly	 and	 honestly	 and	 not	 to	
discriminate.	












versa	 consumers	 will	 feel	 very	 disadvantaged	 by	 this.	 This	 of	 course	 violates	 the	
consumers’	rights.	In	2019,	the	Indonesian	Consumer	Empowerment	Index	was	41.70	
or	just	at	the	“capable”	level.	This	means	that	consumers	already	recognize	their	rights	





the	 main	 problem	 being	 complained	 of	 being	 related	 to	 losses	 in	 transactions	 in	
electronic	commerce,	and	the	main	problem	in	the	majority	was	phishing	and	account	
abuse	through	one-time	password	(OTP).		










strategies,	 namely	 continuous	 supervision	 of	 PMSE	 staple	 foods	 and	health	 by	 the	
Director	General	of	Goods	and	Services	Supervision;	Supervision	related	to	standard	
clause	parameters	in	the	terms	and	conditions	of	PMSE	users,	how	to	sell,	guarantees,	
and	 advertising;	 monitoring	 the	 data	 protection	 of	 PMSE	 service	 users;	 And	 the	





Consumer	Protection	 and	Business	Order	 (PKTN)	program	 followed	by	 about	 150	
participants	 from	 service	 representatives	 from	 34	 provinces	 in	 Indonesia	 by	
providing	constructive	 feedback	to	produce	similar	perceptions	and	targeted	work	
programs.	 According	 to	 Article	 18	 GR	 No.	 80	 of	 2019,	 consumers	 can	make	 their	
















ensure	 order,	 certainty	 and	 transparency	 in	 the	 implementation	 of	 consumer	
protection,	 it	 is	 deemed	 necessary	 for	 LPKSM	 to	 register	 and	 report	 the	





judicial	 system.	 In	 addition	 to	 LPKSM,	BPSK,	 BPKN	 and	 the	Ministry	 of	 Trade,	 the	
institution	 that	 can	 also	 help	 in	 solving	 the	 consumer	 protection	 problems	 is	 the	
police.	So	 this	 case	went	 into	 the	criminal	 realm,	where	 the	police	will	 conduct	an	
investigation.	This	happens	if	the	decision	of	BPSK	is	not	implemented	by	the	business	
actors	in	accordance	with	Article	60	of	the	Consumer	Protection	Act.	
Forth,	 in	 addition	 to	monitoring	 the	 businesses	 performance	 for	 the	 protection	 of	
consumers,	 National	 Cyber	 and	 Cyrpto	 Agency	 was	 formed	 according	 to	 the	
Presidential	 Regulation	No.	 53	 of	 2017	 concerning	 the	National	 Cyber	 and	 Crypto	
Agency	 and	 Presidential	 Regulation	 No.	 133	 of	 2017	 concering	 Amendments	 to	
Presidential	Regulation	No.	53	of	2017,	where	its	duties	are	identification,	protection,	
prevention,	 recovery,	 monitoring,	 control	 of	 e-commerce	 protection,	 cyber	
incidents/attacks,	 cyber	 diplomacy	 and	 cyber	 contact	 centres.	 BSSN	 has	 created	 a	
platform	called	Indeks	KAMI	to	assess	and	evaluate	the	level	of	readiness	that	include	
the	completeness	and	maturity	of	information	security	in	an	organisation	based	on	
the	 criteria	 in	 SNI	 ISO/IEC	 27001.	 Other	 than	 that,	 Institutions	 that	 also	 worked	
together	with	Ministry	of	Communication	and	 Informatics	 are	 Indonesian	Security	
Incident	Response	Team	on	Internet	(ID-SIRTII)	which	its	tasks	is	identified	possible	
malware	attacks,	 the	Directorate	of	Cyber	Crime	(Dittipidsiber)	which	handles	two	
groups	 of	 crimes,	 namely	 computer	 crime	 and	 computer-related	 crime,	 the	
Indonesian	 Computer	 Emergency	 Response	 Team	 (ID-CERT)	 which	 only	 informs	
 








Applied	 Masters	 program	 (M.Tr.)	 in	 the	 field	 of	 Multi,	 Inter,	 or	 Transdisciplinary	
Scientific	 Networking,	 and	 EC-Council	 and	 ISACA	 as	 cybersecurity	 organisations	
providing	training	program.			
Judging	from	the	 level	of	 Indonesia's	Consumer	Empowerment	Index,	 the	 level	has	
increased	 by	 8.00%	which	 is	 from	 33.70%	 in	 2017	 (recognised	 as	 understanding	
stage)	to	41.70%	in	2019	(recognised	as	capable	stage).	And	in	2020,	the	government	






The	 definition	 of	 platform	 according	 to	 the	 Circular	 Letter	 of	 the	 Minister	 of	
Communications	and	Informatics	No.	5	of	2016	is	a	container	in	the	form	of	website	
applications,	 and/or	 other	 internet-based	 content	 services	 used	 for	 transactions	






health,	 education	 and	 electricity	 and	 government	 to	 numerous	 other	 economic	 and	
social	fields.		
 




















be	 balanced	 with	 better	 service	 to	 consumers	 and	 consumers	 are	 also	 given	 the	
opportunity	to	take	legal	action	which	is	their	right	as	an	Indonesian	citizen.	
The	development	of	a	business	paradigm	for	the	new	method	of	transactions	would	
lead	 to	 a	 dynamic	 market	 of	 new	 business	 models	 facing	 digital	 and	 conventional	
industries.	 Competition	 between	 business	 actors	 should	 have	 a	 positive	 effect	 and	
advantage	 on	 economic	 development	 and	 should	 enable	 customers	 to	 select	 their	
goods.	 However,	 the	 increasing	 rivalry	 would	 definitely	 result	 in	 unregulated	











world	 of	 model	 disruption	 of	 innovation	 by	 the	 business	 competition	 authority27.	
Digital	 business	 actors	 are	 actors	 within	 countries	 with	 numerous	 jurisdictions	 or	
corporate	 legislation.	 Furthermore,	 monopolistic	 practices	 in	 a	 borderless	 global	
economy	 are	 difficult	 for	 the	 government	 to	 identify.	 It	 would	 be	 challenging	 for	
regulators	 to	 assess	 where	 the	 competitive	 industries	 lie	 and	 where	 businesses	
compete.	 This	 has	 led	 to	 another	 concern	 for	 consumers’	 position	 in	 the	 digital	
platform.		
For	instance,	price	competition	is	one	of	the	easiest	forms	of	competition	to	identify.	











Act	 No.	 23	 of	 2006	 concerning	 Population	 Administration	 stated	 those	 who	 sell	
personal	data	shall	be	sentenced	to	imprisonment	of	2	years	and/or	maximum	fine	of	
 












Rp.	 25.000.000	 (around	 USD1770).	 The	 ITE	 Act	 in	 prosecuting	 parties	 who	
disseminated	personal	data	of	citizens	will	have	a	penalty	of	up	to	10	years	and	a	fine	
of	Rp.	10	billion	(around	USD719.397).	In	case	of	bankruptcy	and	transactions,	privacy	
policy	shall	reveal	 further	 information	on	the	effects	of	a	consumer's	 information.	A	
divulgation	of	fundamental	consumer	rights,	limits	on	the	data	usage,	and	constraints	







customers.	 In	 the	 scope	 of	 inherent	 information	 asymmetries	 and	 market	 power	
imbalances,	 government	 actions	 and	 restrictions	 on	 consumer	 protection	 are	
warranted,	with	businesses	providing	more	 information	on	 the	 good	or	 the	 service	
than	 consumers.	 A	 legal	 framework	 for	 consumer	 protection	 usually	 involved	
increased	 transparency	 and	 awareness	 of	 products	 and	 services,	 market	
competitiveness	promotion,	fraud	prevention,	customer	satisfaction	and	the	removal	
of	 discriminatory	 practices.	 With	 respect	 to	 the	 advancement	 of	 connectivity	 and	
information	 technologies,	 where	 products	 or	 services	 can	 be	 traded	 to	 customers	
across	state	and	national	borders,	 regulatory	security	 for	consumers	will	 still	be	an	
important	topic	of	concern	to	address.	This	is	no	longer	just	a	geographic	symptom,	but	
a	 systemic	 epidemic	 for	 all	 the	 world's	 customers.	 State	 intervention	 is	 needed	 in	
accordance	 with	 the	 more	 complicated	 challenges	 faced	 by	 consumers,	 so	 the	
government	 has	 to	 enact	 intervention	 strategies	 to	 address	 the	possible	 damage	 to	
consumers.	Interventions	are	made	such	that	the	balancing	between	rights	and	duties	
between	 producers	 and	 consumers	 can	 be	 reached.	 Furthermore,	 the	 number	 and	
complexity	 of	 fraud	will	 continue	 to	 grow	 every	 year	 and	worsen.	 All	 segments	 of	
society,	 including	businesses	to	major	supply	providers,	as	well	as	governments	are	
accelerating	the	transformation	of	technology	to	meet	the	digital	needs	that	are	now	





maintain	 security	 in	 the	 use	 of	 digital	 technology.	 In	 emerging	 economies	 such	 as	
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